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GNSS RFI: aglobalproblem

• Ops contingency procedures

• Retain essential CNS infra

• Coordination betweenauthorities

• Monitoring and reporting

• Legal framework

• Better integration and resilience of airbornesystems
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GNSS Threatassessment

• Threats

• Jamming

• Spoofing

• Non-RFI

• Types of impact

• Risk

• Severity taking into consideration the

operational scenario and the types of

impact

• Likelihood based on past

experience

• Mitigation score

• Currently deployedmeasures

Residual Risk = Severity * Operational scenario coefficient * Mitigation score *Likelihood

• The proposed methodology is a framework to

assess GNSS threats risks and to define the

appropriate mitigationactions.

• Excel file can be made available uponrequest
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EVAIR: Collecting Pilot Reports ofATMincidents

• EUROCONTROL Voluntary ATM Incident Reporting (EVAIR)

• 250 Participating Aircraft Operators

• Coverage: Europe, Middle East, NorthernAfrica

• Detail reports subject to confidentiality

2018 / 2019 trend: average of 10 GPS reports DAILY

2020/2021 decrease due to reduced flights (COVID) and reporting  

2022: increase due to the war in Ukraine (main peakin March/April)

2021: 10843 events detectedworldwide
RFI continues despite reduced pilot reports

The number of reports gives a small indication but does  

not reflect the full picture (dependent on the willingness to  

report)

 Important to report cases to justify actions and make

political pressure

 Need for a tool allowing automatic detection and

reporting of GNSS RFI

AIRBUS
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Navigationstatus monitoring (NASM) – IOC andweekly update

GNSS RFI source locationheatmap

GNSS quality indicators reported throughADS-B
Operationalimpactassessment

Tactical: Near real time capability  

Ensure that there is a timelyreaction  

to a significant event, allowing to  

identify affected flights, inform all  

concerned actors and implement  

appropriate mitigation measures  

(such as reducing certain traffic  

through an impactedairspace).
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Envisioned Next Generation RFI MitigationFunction

➔Work in progress

Functionalarchitecture
Standards

• ICAO NSP agreed job card to  

work on “GNSS RFI detectionand  

status Downlink”

• RTCA SC159 / EUROCAEWG62  

is working on the inclusion of an  

RFI detection function in next  

generation GNSS standards

• ADS-B is the most suitable link

due to commonality of interest

(use of GNSS)

• Work on going with the SUR  

community to define thedownlink  

message
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C-UAS

• An ad hoc group composed of representatives from  

EUROCONTROL, EDA, NATO, EC JRC and European police  

forces/frequency regulators/military

• Objective: Determine possible collateral risks to the use of C-UAS  

jammers

• i.e. possible risks to non-participating GNSS receivers, including  

receivers in civil aviation aircraft

• Risk assessment as a basis for authorizing the safe use of C-UAS

• Planned activities: Test plan, Test campaign at JRC (Measure of  

the 3D radiation pattern of commonly used CUAS), Report including  

recommendations on the use of state authorized CUAS.

• Technical characteristics and mitigation: on going in JRC, Results

expected in Q4 2022.

• operational/tactical mitigation planned for 2023

• Expected outcome: Risk mitigation measures to ensure the safe  

use of CUAS capabilities
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Summary
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• GNSS RFI is a widespread problem (ITU CR, EASA SIB, ICAO assembly paper,…)

• Pilot reports (EVAIR) and Aircraft collected data (Airbus skywise) confirm that GNSS RFI is

still a problem affecting aviation operations

• The number of reports gives a small indication but does not reflect the full picture (dependent on  

the willingness to report)

• Need for a tool allowing automatic detection and reporting of GNSS RFI

• EUROCONTROL is developing monitoring capabilities

• IOC and weekly updates: RFI detection and localisation using ADS-B

• Objective is to move to a near real time tool and to combine with other data in order to assess  

impact on ATM ops

• Standards: Work on going to define the “GNSS RFI detection and status downlink”functions

• EUROCONTROL guidelines on a process for Civil-military GNSS interference testing–

Coordination of state authorized GNSS RFI testing

• CUAS study could feed the guidelines with recommendations related to the safe use of CUAS

(unplanned events).


